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Stellar Cyber Open
XDR: Making security
fun again
Endpoint detection and response (EDR) is a
crucial part of extended detection and
response (XDR), but XDR does not just mean
extended EDR – the “extended” part of the
label refers to extended coverage, visibility,
integration, analytic, detection, investigation
and response capabilities XDR solutions offer.

Zeljka Zorz, Managing Editor, Help Net Security
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XDR is a relatively new
product category, but the XDR
market segment is expanding
at a good pace.
For Stellar Cyber, one of the notable players
in the market, the “X” in their flagship
security operations platform Open XDR
stands for “everything”, as it can collect and
correlate data from the entire enterprise
infrastructure and every existing security
tool, and aims to protect the entire enterprise
attack surface: endpoints, network, cloud,
identity, applications, and email.

XDR promises to reshape security
operations
XDR is a relatively new product category, but
the XDR market segment is expanding at a
good pace.
Forrester analyst Allie Mellen has recently
pointed out that one of the reasons why XDR
is getting so much hype lately is because
“there is a yearning in the security
community for a solution that can provide
better outcomes than what they are using
today.”
Also, a recent survey conducted by the
Ponemon Institute has shown that working in
a security operations center (SOC) is often a
painful affair and that many SOC members
battle with burnout, overload and chaos.
Sam Jones, VP of product management at
Stellar Cyber, says he understands their
frustration; as a former SOC member, he
often spent his days connecting systems,
managing and manipulating data into the

same format, writing rules to discover threats,
and often realizing at the end of the day that
he had not done any actual “security.”
“Our Open XDR platform makes connecting
the systems simple, the data is automatically
normalized into an easy-to-understand
format, there's different alerts that come out
of the box so that you can focus on
investigating and doing real security work,
and you can quickly add your own context
into the system,” he notes.
“It's simply more fun to work in security
through a platform like this, because the low
impact, boring stuff you usually spend most
of your time on is automated, and you can
work alongside an AI that presents interesting
stories and pieces of data so that you can
respond and work with the system more
effectively.”

XDR needs a new cyber kill chain
To deliver on the promises of XDR - improved
visibility (of the entire attack surface), threat
detection, investigation, response, and overall
SOC productivity and effectiveness - Stellar
Cyber found that existing kill chains just
didn't work. As a result, they created the XDR
Kill Chain, which covers the complexity of
modern attacks by focusing on anomalous /
suspicious behavior as well as on attackers'
TTPs, and works both for human analysts and
Open XDR’s algorithms.
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Figure 1 - All Stellar Cyber alert types are aligned to the XDR Kill Chain out of the box. The GUI
dashboard is shaped like a loop to help highlight the severity of the breach and quickly
indicate the earliest stages of a breach

Based on MITRE ATT&CK, the XDR Kill Chain
is general enough for all detections and can
differentiate between internal and external
attacks, thus helping analysts know exactly
where to look to stop attackers.
Its loop design, which mimics hackers’
thinking and acting, prioritizes detections into
five phases - initial intrusions, persistent
foothold, exploration, propagation, and
exfiltration – that have been layered on top
of MITRE ATT&CK tactics.
“Attacks aren't linear, and the loop reflects
that: Exploration and propagation happen
over and over again, and that's how we
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characterize it so that we can detect it
accordingly,” Jones explains.
Alerts appear in the context of these five
phases and are prioritized, so analysts can
see attacks as they happen and respond to
the most emergent needs first.
Finally, the XDR Kill Chain also makes it easy
for users to add new tactics and techniques,
and allows (multi-)tagging, which makes it
easier to pinpoint new attack trends.

Stellar Cyber Open XDR
XDR solutions can be native or hybrid/open.
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Figure 2 - The AI engine in the Stellar Cyber Open XDR Platform automatically groups related alerts
from all data sources into incidents and prioritizes them in order of severity, so analysts
know exactly which incidents to target first

Figure 3 - Part of Stellar Cyber’s incident correlation analysis offers a timeline of events. The timeline
illustrates the threat that is propagating through your environment from initial attempt to the
exfiltration stage
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The former prioritize the use of the vendors'
own tools, while the latter focus on
integrations with third-party tools.
The Stellar Cyber Open XDR platform does
provide some native, out of the box
capabilities: network detection and response
(NDR), a next-gen SIEM, and a threat
intelligence platform that aggregates
multiple threat intelligence feeds and
distributes them to all deployments, whether
on-premises or in the cloud, to enrich data
for effective detection and response.
But, it is also designed with an open
architecture to integrate with all common
third-party security tools, to collect telemetry
from and respond through them.

sensors that can be deployed and used to
create visibility where it does not yet exist:
container sensors, deception sensors, cloud
connectors, log forwarders, and more.
“Open XDR is 'Everything Detection and
Response', but critical to that strategy is that
we don't do everything,” says Jones.
“We don't try to integrate with every IT tool,
just the best-of-breed, security-focused
tools. Our goal is to be the brains behind the
whole operation – our platform focuses on
the data, the AI that provides out of the box
detections, and on delivering automatically
correlated, context-based alerts that greatly
speed up attack detection (8X improvement
in MTTD) and response (20X improvement in
MTTR).”

And then there are also physical and virtual

Figure 4 - Stellar Cyber Open XDR collects from everything in your attack surface. This dashboard shows
all event classes, firewalls, network traffic, SaaS applications, user event data and event origins,
including integrated tools like EDRs
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That said, new tools can be easily added to
the integration suite.
Jones says that one of the reasons Open XDR
works so well is the data normalization
process, on which their team of engineers
concentrated from the very beginning.
“It's our number one engineering priority always has been and always will be. The
system needs to be purpose-built for data
normalization, because otherwise a lot of the
AI stuff doesn't work. We've invested a lot in
researching tools, figuring out the right data
model, and building infrastructure to make
adding new tools easy.”

Who’s it for?
The value proposition of Open XDR is easy to
understand: SOC analysts can see all the
data they need in the platform, and the AI
does the heavy lifting so that they can focus
on actual analysis and then respond directly
through the platform (when the integrated
tools allow).
They can investigate, make changes and take
external mitigation actions (or automate
them), create rules and playbooks (or simply
import some from templates and modify
them), review the output of AI, add context,
hunt for threats, and more.
The hundreds of integrations with third-party
security products are another great benefit of
using Open XDR, as enterprises and MSSPs
can continue to leverage existing investments.
“Stellar Cyber Open XDR is a great tool for
organizations that are overworked and

understaffed but need to improve protection
of their data and assets. It enables enterprise
security teams for success despite budget
constraints, as it maximizes the use of tools
they've already invested in and provides
many out of the box capabilities through one
platform (and one license),” Jones says.
“It also enables MSSPs to offer more valued
security services to SMBs, as it lowers the cost
to own and operate the platform. In effect, it
provides them with a fast, low-overhead path
to getting into the Managed SecOps business.”
They can manage their various tenants
straight from the same platform / instance
because the data is logically separated. And,
again, that’s just one license they must pay
for, which allows them to improve their profit
margin and scale their business revenue.
Still, there may be cases where customers
may require a separate installation, possibly
even on-premises – and that, too, can be
done.
“I’m happy to report that almost all of our
customers stay with us because they're
happy,” Jones says.
“I often interview customers: cybersecurity
executives, SOC analysts, and MSSP directors
of security that use Open XDR. The former tell
me that they have been detecting things they
previously weren't able to and protecting their
organizations against high-profile attacks. The
analysts are glad that they finally get to do
real security work. The MSSP executives are
delighted because they can provide a better
service, while simultaneously making more
money.”
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Choosing to go the XDR
route doesn't have to be a
time-consuming and
painful ordeal.

Figure 5 - Any Stellar Cyber alert can be validated easily by exposing the JSON metadata called
Interflow. The user can then take an action such as disable the user or send a message to the
firewall. Under the Response tab, the user can set up an automated playbook to replicate that
response for future alerts that match this condition

Conclusion
Choosing to go the XDR route doesn't have to
be a time-consuming and painful ordeal.
Setting up Open XDR is easy. Connections to
new tools are made via APIs, from a
dedicated tab of the platform's dashboard.
Sensors can also be deployed, upgraded, and
managed via the dashboard.
“Integral to our platform is that we're
shipping out of the box with different alert
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types for customers, and this is really just
about making it easy to get your security
program up and running without having to
tune your SIEM or write different rules over
the course of months or even a year,” Jones
adds.
Still, as they say, seeing is believing. If you
want to check whether Open XDR is the right
tool for your organization and can make your
analysts happier and more productive, a free
30-day trial option is available.

