
           CASE STUDY

Large American City Government 
Strengthens its Cybersecurity 
with Stellar Cyber Open XDR

City governments of all sizes are increasingly vulnerable to ransomware attacks 

given the new normal of distributed workforces and non-standard working hours. 

To combat the rising ransomware threat, the government of a city with a 

population of over 650,000 has adopted the Stellar Cyber Open XDR platform  

to strengthen its cyber defenses while maintaining its lean IT team. The city 

government’s path to better security began four years ago when a new Director of 

Security joined to build focus and grow the team. Then, the city was using firewalls 

and a SIEM to protect its network against brute-force attacks but was otherwise 

vulnerable to complex, multi-vector attacks.
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Comprehensive
integrates data from the City's existing 

security tools and data from its 
proprietary sensors to deliver a full 
picture of the entire environment

Streamlined  
not only combines NG-SIEM, NDR, 

IDS, UEBA, and SOAR but also includes 
malware/phishing detection and 
several other key security tools

High Visibility 
allows users to triage from a generated 
incident to the source of what caused 

that incident

Time-Saving
AI features of the platform reduce the 

number of staff doing manual tasks

Vulnerable
too complex, multi-vector attacks; 
was only using firewalls and a 
SIEM to protect its network

Time Wasted
each analyst operates a different 
set of tools, so no one sees the 
whole picture

Complicated
threat detection and 
blocking process

Understaffed
needed to hire more analysts or 
find a way to reduce the burden the 
security stack placed on the team

Stellar Cyber's Open XDR platform proved to be the solution needed to 

strengthen its cybersecurity capabilities while holding the line on its IT budget."

B E F O R E W I T H  S T E L L A R  C Y B E R

“Stellar Cyber was the destination we were trying 
to get to when it comes to monitoring and visibility 
into our environment.”

“



Now, four years later, the Director of Security has been 
promoted to the Deputy CIO and has a team of four security 
analysts. He began investigating XDR solutions in 2021 
because he had expanded his team and needed to hire more 
analysts or find a way to reduce the burden his current 
security stack placed on the team. Ideally, he wanted to 
improve security to gain the confidence and peace of mind 
that he was protected against the most comprehensive 
array of threats while enhancing his team’s morale.

“XDR seemed like a good approach for us – the idea of 
bringing all telemetry into one console and doing threat-
hunting and remediation from there was a lot better than 
having specific analysts assigned to specific parts of the 
network,” said the Deputy CIO. “We also wanted to simplify 
our team’s threat detection and blocking process.”

“When you have several different security tools,” he added, 
“you assign one analyst to learn and operate one set of tools, 
another to operate another set of tools, and so on. So, it’s 
hard to get a good overall view of your security with a 
model like that because nobody sees the whole picture.”

“That automation saves us a lot 

of time. Stellar Cyber provides 

meaningful reports so we can keep 

the CIO updated on how our security 

protections are doing. Thanks to the 

Stellar Cyber platform’s automation, 

the analysts are far more productive 

and can quickly detect and respond 

to threats."
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could integrate data from the City’s existing security 
tools and data from its proprietary sensors to deliver a 
comprehensive picture of the entire environment.

“The visibility we get into our environment is outstanding, 
whether it’s east/west traffic or north/south traffic, and we 
can triage from a generated incident to the source of what 
caused that incident,” said the Deputy CIO. “It makes it 
much easier to do a lot of investigation and response 
because it cuts down the manual intervention of the 
analysts. With our lean security team, the product helps 
skills of any level be more productive.”

Stellar Cyber simplifies detection and response by 
leveraging AI and machine learning. First, Stellar Cyber 
automatically normalizes and enriches data from every 
sensor and security tool upon ingestion into the platform. 
Then the AI and machine learning engines automatically 
evaluate and group related alerts and identify new threats 
based on abnormal user and asset behaviors, producing a 
prioritized list of contextual incidents on the platform’s 
intuitive dashboard.

“The AI features of the platform reduce the number of staff 
we have to assign to doing manual tasks,” the Deputy CIO 
said. “That automation saves us a lot of time. Stellar Cyber 
provides meaningful reports so we can keep the CIO 
updated on how our security protections are doing. Thanks 
to the Stellar Cyber platform’s automation, the analysts 
are far more productive and can quickly detect and 
respond to threats.”

The Deputy CIO invited his security analysts to a demo  
of the Stellar Cyber Open XDR platform. “After the demo,  
it was just one unanimous decision,” he said. “Stellar Cyber 
was the destination we were trying to get to when it comes 
to monitoring and visibility into our environment.”

Stellar Cyber not only combines NG-SIEM, NDR, IDS, UEBA, 
and SOAR but also includes malware/phishing detection and 
several other key security tools. In addition, the platform 
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“If we didn’t have this platform, I would have needed  
to hire more analysts because of the labor involved in the 
investigation aspect alone – it takes a lot of time,” said the 
Deputy CIO. “But with Stellar Cyber, one analyst can get to 
the bottom of an incident within five to ten minutes versus 
before, where similar actions would take days or weeks to 
thoroughly investigate and resolve. It has been a game-

changer for us and has allowed me to keep my budget 
under control.”

So, for this large American City, Stellar Cyber’s Open XDR 
platform proved to be the solution it needed to strengthen 
its cybersecurity capabilities while holding the line on its 
IT budget. 

The visibility we get into our environment is outstanding, 
whether it’s east/west traffic or north/south traffic, and we can 
triage from a generated incident to the source of what caused 
that incident.”

“


