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CASE STUDY

RSM Defense – Securing  
a Global MSSP Client Network  
with Stellar Cyber Open XDR 
RSM is the leading provider of professional services to the middle market. The clients 
RSM serves are the engine of global commerce and economic growth, and RSM is 
focused on developing leading professionals and services to meet their evolving needs 
in today’s ever-changing business landscape. RSM’s purpose is to instill confidence in  
a world of change, empowering clients and people to realize their full potential.



RSM US LLP is the U.S. member of RSM International, 
a global network of independent assurance, tax and 
consulting firms with 57,000 people in 120 countries. 

RSM Defense and its Unit26 security team bring decades 
of global cyber defense operations and intelligence 
experience to clients’ doorsteps. They provide an 
innovative cloud-native security service that aims to stop 
cyber threats in whatever realm or vertical a business 
operates, including multi-cloud, third-party hosted, or 
remote environments. 

RSM’s ability to do business with its global client base 
depends on having a secure network. As the Threat 
Operations Leader for RSM US, Todd Willoughby, Director, 
is responsible for providing managed cybersecurity 
services to the firm’s global client base. With 17 years 
of experience in the industry, Willoughby was growing 
increasingly frustrated with the avalanche of new security 
tools that haven’t advanced the state of cybersecurity. His 
attitude has changed since he found Stellar Cyber’s Open 
XDR platform.

A Single Pane of Glass

Like other security leaders, Willoughby and his team 
had amassed a collection of discrete client data sources 
and tooling that focus on individual aspects of security, 
each with a separate console. The problem was that data 
wasn’t automatically correlated and normalized across all 
these point solutions to reveal today’s complex attacks. 
As the entity responsible for providing cybersecurity 
services to a global client network with thousands of 
endpoints, Willoughby’s team needed a way to rapidly 
detect and respond to incidents right away.

“Stellar Cyber is taking a different approach to what’s 
been offered in the market over the last 15 years,” 
said Willoughby. “Instead of just putting out another 
SIEM, they are addressing the challenge of delivering 
a complete view of security events across our clients’ 
infrastructure under one pane of glass.”

While some developers of EDRs, firewalls, and other 
tools now offer ‘captive’ XDR platforms that force users 
to abandon their existing tools, Stellar Cyber created the 
Open XDR category to give customers a choice. The 
Stellar Cyber platform not only ingests and automatically 
correlates data from other security tools to reveal the

sources of multi-vector attacks and exploits, but also 
presents those detections and suggests responses 
through a single pane of glass. The platform comes 
with a next-generation SIEM, NDR, UEBA, TIP, and other 
capabilities under a single license, and it seamlessly 
integrates with all other popular security tools to preserve 
customers’ investments in software licenses and training.

“Because it’s an open platform, Stellar Cyber allows RSM 
Defense to continue using our clients’ new or existing 
EDRs and other security stack tools,” said Willoughby.

Multi-Tenant Features Built In

His group functions as an MSSP for hundreds of clients, 
so Willoughby also needed a platform that made it easy to 
manage each customer as a ‘tenant.’ At no extra cost, the 
Stellar Cyber platform includes multi-tenant features such 
as customer templates, so the RSM Defense team can 
quickly provision specific services or service levels to meet 
each client’s unique needs.
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Listening to the Customer

Another advantage of working with Stellar Cyber is the 
company’s responsiveness, said Willoughby. 

“There’s a real gap between what vendors say they’ll 
deliver and what they do deliver,” he said. “Stellar Cyber 
listens to customers – they continually improve the 
platform, and when we get software updates, we see new 
features that benefit us and our clients directly because 
they’ve implemented what we asked for.”

Stellar Cyber’s responsiveness also means agility. “When 
it comes to delivering things on our timeline, Stellar Cyber 
does,” Willoughby added. “Other vendors say they will deliver 
on our team’s demanding schedule, but they often don’t.”

Reigning In Costs

The Stellar Cyber platform enables RSM Defense to save 
money on licensing fees while leveraging its investments 
in other security tools. The company also saves a lot 
on personnel costs. Because the ML-driven platform 

automates detections and many responses, it can be used 
effectively by newer junior analysts, and it is far easier to 
train them to RSM Defense’s rigorous standards.

“Finding great senior cybersecurity analysts is tough – 
even if you can find one, they can cost the business 
$150,000 plus a year, and most companies can’t afford 
that,” said Willoughby. 

RSM US has leveraged Stellar Cyber’s Open XDR 
platform to unify, expand and control its clients’ 
cybersecurity defenses. With the right data sources 
from its clients, the RSM US team knows exactly what is 
happening anywhere on client networks, and can respond 
quickly and efficiently. In Stellar Cyber, RSM Defense has 
found a partner that is solving real business problems.

Stellar Cyber is one of the few cybersecurity vendors 
trying to address the worldwide talent shortage and high 
personnel costs.”
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Stellar Cyber Open XDR platform delivers comprehensive, unified security without complexity, empowering lean security 
teams of any skill to successfully secure their environments. With Stellar Cyber, organizations reduce risk with early and 
precise identification and remediation of threats while slashing costs, retaining investments in existing tools, and improving 
analyst productivity, delivering an 8X improvement in MTTD and a 20X improvement in MTTR. The company is based in 
Silicon Valley. For more information, visit https://stellarcyber.ai. 


